e-safety @
Oakdale Primary School

A guide for parents and carers’
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Keeping young childreh safe online

Children |ove using technology anhd are learhing to haVigate websites,
onhline games ahd consoles, ahd touch sCreen technology like iPads and
smartphones from a younhger ahd younhger age.

Latest OfCom research has shown that 91% Of 5-15 Year olds live in a
household with internet access and over a third Of all 3-¢ year olds are
noWw accessing the internet in their homes. We know that Children need
support in these environments, to get the best out of using the
internet, and there are real advantages in making sure that Children are
supported in their internet use right from the start.

These eight frequently asked questions Will provide you with useful
information and tips that You Cah put in to place at home, to help keep
your youngest children safe online.

. Where do ] start?

The best way to keep your family safe online, and to unhderstand
your Children’s internhet use, is to use the internet together.
Active engagement ahd conversations with your children are key.
Be positive ahd embrace the technologies that youhg Children
enjoy and |00k For Family activities or games. Take time to explore
the games and services that your Children are using, or waht to
use, and |00k out fOr anhy safety features that may be available.
This will give you a better understanding of the different ways
that Children are engaging with technology ahd help you to feel
more confident.

. Avre there tools to help?

There are free parental controls and filters available, to help you
set safer boundaries for your children, but you will usually be
required to set them up. Your internet service provider (Such as
BT or TalkTalk) will provide free filters to help bloCk age
inappropriate content for Children, and on the JK Safer Internet
Centre website you Cah watCh Vvideo tutorials that Show you how
t0 find and set these up. All Mobile phone operators (such as O2
Or Vodafone) also provide such parental controls for free. The
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websites Oof device manhufacturers (Such as Sames consoles)
should also outline the controls to whiCh You have access.

Filtering options Cah be founhd withinh websites and services
themselves, for example on YouTube Or 'safe searCh' settings Can
be applied to search engines such as Google or Bing. There are
even some search services desighed for Children (such as Yahoo!
Kids). Parental controls Can be password protected, SO it’s
advisable to choose a strong password and nhot share it. Parental
controls and filters are @ g00d Starting point but it is important
tO recoghise that they are hot 100% effective. They are a Sreat
help, but hot a solutionh, and work best in Combination with
parental supervision ahd engagement, to help your Children
unhderstand how to Stay Safe online. AS children grow and
develop, SO do their onlihe heeds, therefore you may wWanht to
periodiCally review your parental Controls tO gccommodate this.

Where can ] report?

TReports Can be made to websites through safety/help centres and
moderation services. If you are suspicious about the behaviour of
others online, reports Can be made to CEQP and inappropriate
media content, online and Offline Can be reported Via Parentport.
Crimihal content online Cah also be reported to the JWF. For more
information regarding reporting, Visit heed help?

What advice can ] give my child?

Education is the best too| that a child can have, so discuss with
your child the importance of telling an adult immediately if
someone, or something, upsets them online. Make sure that your
Children know that they Can come ahd talk t0 you (without
necessarily getting into trouble) if they see anything that worries
them oh the internet, and encourage them to feel confident
enough to do so. OQther immediate Strategies t0 deal With
uhwanhted content Or contaCt could include; switCh the sCreen
OfF, Close the laptop, exit the website, Oor turh the iPad or phone
over ahd put it down.
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Younger users may be distracted by advertising and pop ups ahd
with just @ couple of ClicKks, or a spelling mistake, may find
themselves on a different website. Children are naturally curious
and will inhately push boundaries. Bookmarking sites Or Creating a
'‘£avourites' list is a Simple way to help your children find the
content they wanht without having to search the internet for it. Jt
iS alsO important Whilst beginhing to explore the internet that
your child realises that other internet users may hot be who they
$ay they are anhd that 'friends' made online are still Strangers, sO
personal information should be kept safe, including their hame,
address, phonhe numbers ahd passwords etC. Encourage the use of
sCreen hames and hicknames where possible. This is where a family
agreement Canh be inCredibly useful, to establish rules and good
onhline behaviour in advance.

Online grooming

The ihternet Cah be a fantastiC place for Children and younhg people to
conhect with their friends, discover new things and be Creative.
However, 'friends' made online may not be who they say they are. This
iS a difficult concept for children to unhderstand.

Online grooming is the process by whiCh an adult with an inappropriate
sexual interest in Children will approach a child online, with the
intention Of fostering a relationship with that Child, to be able to meet
them in person and intentiohally Cause harm. FOr more information and
age appropriagte resources £or Children relating to online grooming, Visit
Thinkukhow.

If you are at all concerned that a Child in your Care has been
contacted by ah adult online, it isS impOrtant to report it Straight
away. Reports Cah be made to the Child Exploitationh ahd Online
Protection Centre (CEQP) and further information Canh be found
at Jnhope. Child sexual abuse content found online Cah also be
reported to the Interhet WatCh Fouhdation.
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Parental controls

Parental controls are desighed to help protecCt Children from
inappropriate content they may come aCross online. These controls Can
be used to limit aCCess to Ohly age appropriate content, to set usage
times ahd t0 monitOor aCtivity.

It’s worth being aware that ho parental Controls Or filtering options are
100% 00| proof. As well as setting up parental Controls it’s important
tO educCate your children about the potential risks online, ahd establish
rules concerning the sites that are suitable, Or inappropriate, to Visit.
Tt's impOortant that You involve yourself in their online world; as a
starting point you could ask them what their favourite websites are
ahd why they like them.

Where should I begin?

Once you have bought a hew device for your child, have a |00OK at the
manhual that Came with it as these normally Contain some information
anhd a step by step guide oh how to install parental controls. You could
also type the name Of the device plus parental Controls into g searCh
engine eg. ‘Nintendo DGSi + parental controls’. This Cah help you to find
how-to guides and useful video tutorials.



Portable devices

Children are accessing the internet oh g range of different devices.
GOohe are the days where the only way to surf the web was oh a
desktop computer in your home. You Cah how access the internet
wherever and whenever you want. Your child may be using portable
devices such as smartphones, laptops, Saming devices (eg Nintenhdo
DGi), media players (eg iPod Touch) and tablets (eg iPad). It Cah really
help t0 be informed about how to install parental Controls onto each
device.



Cyberbullying

Cyberbullying is when someone uses technhology, such as the internhet or
a mobile device to bully others.

Being a Vvictim of Cyberbullying Can be very distressing for a younhg
person and oCcasionally they don’t khow who is bullying

them. Cyberbullying includes things such as sending nhasty text
messages Oor emails, Or setting up a hate group on a socCial hetworking
site. The bullying may also happen 2¢/7 ahd the ViCtim is often targeted
even when they are in the comfort of their own home. Images and text
messages Cah be Circulated very quiCkly and widely on the interhet
which canh make it difficult to combat Cyberbullying.

Tips to help with Cyberbullying

1. Don’t deny access to technology: this may prevent your child from
speaking to you about Cyberbullying. When we asked a group of
pupils about why they wouldn’t tell someone, if they were being
Cyberbullied, their main response was that they were worried the
technology that they use oh a daily basis would be taken away
from them.

2. Discuss cyberbullying with your child: explore the tools aVailable
together ahd Khow how tO report nhasty messages.

3. Save the evidence: encourage your Child to save the evidence of
any messages they receive. This is SO they have something to show
when they do report the cyberbullying.

¢. pDon’t reply: most of the time the bully is |[0Oking fOr g reaCtion
when they’re teasing or Calling someone nhasty hames. Tell your
Child not to reply. Instead, they should tell someone about what
they have seen.
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Gaming

Online gaming is hugely popular with Children and young people. Recent
research shows that gaming is ohe of the top acCtivities enjoyed by 9-16
year olds online, with gaming more popular thah soCial hetworking.

From sport related games, to mission based games ahd quests inspiring
users to complete Challenges, interaCtive Sames Cater for a wide ranhge
Of interests, and Canh enable users to link up and play together. Games
Cah provide a fuh and sOCial form Of entertainment oftenh encouraging
teamwork ahd Cooperation when played with others.

Just like offline games, they Can have educational benefits, ahd be
used, for example, to develop sKills and unhderstanding. Traditionally,
games could be bought from shops, often in the form of a disk for use
onh a PC or console. Now, games Cah also be downloaded online. Games
are played oh mahy platforms, with those bought ih shops often having
ah online component to them. Interhet connectivity in a Same adds a
hew opportunity £Or gamers as it allows players to find and play against,
or with, other players from around the world (in @ multi-player Same).

There are many ways for users to play games online. This inCludes free
games found on the internet, games onh mobile phones and hahdheld
consoles, as well as downloadable ahd boxed games oh PCs anhd
consoles such as the PlayStation, Nintendo Wii or Xbox.



TOp tips for onhline Saming:

1. Tt maYy seem daunting, but one of the best things parents and
carers Can do is to engage with the gaming environment and begin
t0 unhderstand what makes it is SO attraCtive t0 younhg people as
well as the types of activities that they enjoy!

2. Talk with your children about the types of game(s) they are
playing. Are they role-playing games, Sports games, strategy games
Or first person shooters? If you’re hot sure what they are, ask
them to show you how they play ahd have a g0 Yyourself.

3. Some games may offer Children the ChancCe to Chat with other
players by Voice ahd text. Ask them who they are plaYing with and
Find out if they are talking to other players. If Chat is available,
|0oOK at the type Of lahguage that is used by other players.

4. Look out for age ratings and familiarise yourself with the PEGI
icons oh games. The PEG] ClassifiCation gives you a Clear
indiCation whether a Same is suitable for your child.

Internet safety advice is direcCtly appliCable t0 the gaming environment
beCause of the risks that are present. It is essential that Children are
aware Of these issues and are given the sKills ahd Khowledge to help
manhage anhd reduce these risks, with the help of those around

them. For primary aged children, the SMART rules offer
straightforward memorable safety messages that Cah be applied to
online gaming and the five acCompanying Cartoons are available within
Our resource bank.
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gocCial networking

gocCial hetworking sites are very popular with young people, even those
who are Of primary age. These types Of sites allow younhg people to be
inCredibly Creative online, keep in touch with their friends as well as
sharing photos and Videos.

Try t0 become familiar with soCial hetworking sites. Ask your Child
about them, Create ah aCcount yourself anhd fihd out about what it is
about. Some sites have informatioh and advice for parents. BY
understanding these sites you Cah help t0 support your Children in
Choosing ah appropriate Site and using it in a Safe and constructive
way.

Parents should be aware that many sites have a minimum user age of 13,
although some interacCtive sites are designed specCifiCally for younger
Children.

Young people heed tO protect their online reputation

Young people use soCial hetworking sites for manhy different purposes;
t0 CommuniCate with their friends, t0 share content anhd to find out
hew information. You heed to remind your Child that they heed to be
careful about what they’re posting online. Children Cah sometimes
believe that SOCial hetworking sites are g private space for them and it
Canh be difficult for them to realise that what theyre posting online
may be publiCly visible ahd Can be spread very quiCKly to a large
audience.



The blur between publiC ahd private expression Canh potentially put a
Child at risk in twWO main ways:

Contept : Content which is uploaded online Cah be Copied, altered and
reposted by anyone and it is very diffiCult to ‘take baCK’ what may be
later regretted. Children wWho Create Or post ingppropriate, offensive
Or even illegal content onh their own Or others’ web pages could get
them into trouble with their SChool, friends and even the police,
depending on the hature Of the material.

Contact: Young people need to be aware of how much personal
information they upload onto these Sites. If @ user Of a SoCial
hetworking site doesn’t proteCt their information by enabling the
CorreCt privaCy settings, they could be exposing their information to
adults with a sexual interest in Children. Posting or Chatting about
personal details might enable someone to identify and contact your
Child online or in person. Sharing personal information may also
inCrease the risk of cyberbullying.



http://www.childnet.com/parents-and-carers/hot-topics/sexting
http://www.childnet.com/parents-and-carers/hot-topics/sexting
http://www.childnet.com/parents-and-carers/hot-topics/online-grooming
http://www.childnet.com/parents-and-carers/hot-topics/cyberbullying

Downloading

There are manhy Sreat Ways Of accessing and downloading music, film,
TV and video safely online and it is important that Children and young
people uhderstand how to download content legally. This adviCe page
provides introductory information about Staying safe and legal while
en)oying entertainment online or Via mobile devices. For further
information, explore and download our free music leaflet to find out
more.

1. Music, film and TV on the internet - what You should Khow:

Copyright [aw applies to downloading, sharing anhd streaming just as in
the world of physical CDs and DVDS. If You make music, film or TV
content aVailable to others on g file-sharing network, download from
anh illegal site, or sell copies without the permission of those who own
the copyright, then you are breaking the law ahd could face serious
penalties.

2. Staying tuhed in while staying legal:

There is @ wide ChoiCe Of |egal sites where you Cah download or
"Stream" (trahsmit over the internet) music, film or TV content. Some
are stores where you Cah buy downloaded tracks, albums, TV shows,
videos or films tO play oh a Computer, Or g portable deviCe or oh a
musicC player. Qthers Charge a monthly subscCription fee and |et you
stream from anh internet-connected deviCe at any time. Some services
provide entertainment for free, supported by advertising.

3. What You cah and can't do with music, film and TV online:

Tt is illegal to upload or download copyrighted files without permission
from the person who owns the rights. File sharing services Cah in
theory be used legally, but in praCtice nearly all the content on them is
illegal. The only safe way to use them legally is to be sure you are
sharing materials that are hot protected by someone else's copyright.
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4. Staying safe and responsible:

Illegal File-sharing programmes and websites pose greater risks t0 your
computer or mobile phone than legitimate sites. (Jsers often
uhwittingly download Viruses or spyware and Cah inadvertently share
personal computer files and information. Some files are purposely
misnamed on file-sharing and peer-to-peer hetworks to triCK people into
downloading them.

5. Tips for parents:

Are you gware of how your children are using the computer to aCccess
music, film and TV? Talk to your Children about their online activities
SO that they understand why it's impOrtant to use |egal sites online. Tt is
also worth discussing with them what the consequences would be for
the whole family if they were Caught breaking the law. There are more
thah 13 million traCks liCensed to |egal musiC services. A full list of
services worldwide is available at Pro Music, and Why Music Matters
also lists the services available in the JK.
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‘CSECURIJS’ at Qakdale Pritmary School.

Every time ahyohe [08S onto the SChool| hetwork they have to accept t0
abide by Certain rules. If they do hot, a program Called ‘SeCurus’
automatically logs them OfFf.

Securus then monitors what they do on the sChool hetwork and any
inappropriate text, images or wider content is monitored. If there is
any unacceptable behaviour a sCreenshot is gutomatically taken and
sent to the JCT Co-ordinator Who follows this up.

The Acceptable (Jse Policy (AUP) at Qakdale is as follows:

. J Will only access the system with my own [08in and password, which T
wifll keep secret;

. T Will hot access other people's FIles;

. JWill only use the computers for sChool and home wWork;

. T Will hot bring in CD's or other computer media From outside schoo/
unless I have been given permission;

. T WIll 35K permission £rom a member OF StafF before using the
Internet;

. T Will onty e-mail people J khow, or my teacher Has approved:

. The messages ] send will be polite and responsible;

. T Wifl not give my home address or telephone humber, or arrahge to
meet so0Meone UnIess my paréent, Carer or teéacher has SIVen permission;
. T Will report any unpléasant material or messasges sent to me;

. Junderstand my report would be confidential and would help protect
other pupils and myself;

. T understand that the sChool may Check my computer £iles and may
monitor the Jnternet sites J Visit.

This could form the basis for similar rules outside sChool. Tt could at
least form the basis Of a great diSCuUSSion about Ways to stay Safe. This
has been shared with all Children in assemblies and is referred to by
teachers when children use school ICT.



For further advice and online lihks g0 tO :

http://WwWw.Childnhet.Ccom/parents-and-Carers/hot-topiCs
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